CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

— MapLupyT1sauma AaHHbIX
— MbKoe KoHUrypupoBaHUue cepBucoB
— AnnapaTtHoe ycKopeHue 06paboTKu JaHHbIX
— MHoronpoTokonbHasa KOMMyTauua No meTtkam (MPLS)
— NoctpoeHue 3awmwieHHoro nepumetpa cetu (NAT, Firewall)
— MOHUTOPUHT U NpeaoTBpalLeHue ceTeBbix atak (IPS/IDS)
— MoHUTOPUHT KauecTBa o06cnyKusaHua (SLA)
— ®unbTpaumn ceTeBbiX AaHHbIX MO PA3/IMYHbIM KPUTEPUAM:
— dunbrpauua no 3aronoskam L2/1L3/L4
— ®duUnbTPaLKUA NO NPUNONKEHUAM
— dunbrpauma no Kareropuam URL'
— OpraHu13auuA 3alWmLLEHHbIX CETEBbIX TYHHeNel mexay dunmanamm KomnaHuii
— YaaneHHoe NogKAoUYeHne COTPYAHUKOB K oducy
— YnpasneHue v pacnpegeneHue WnpuHbl UHTepHeT-KaHana B odpuce nocpeacrsom QoS
— OpraHusauma pe3epBHOro coeauHeHus (NpPosogHoro unm nocpeacrsom 3G-/LTE-mogema)
— TepMHUHMpPOBaHME KIMEHTOB M OFpaHMYEHuit No nonoce nponyckanua BRAS (IPoE)’
— BO3MOXKHOCTb conpsixXeHuA ¢ 06opyaoBaHUEM BeayLLMX NPOU3BOAUTENEN

CepsucHble mapuwpytmsartopbl ESR-3100, ESR-3150, ESR-3200, ESR-3200L, ESR-3250, ESR-3300,
ESR-3350 — 370 yCTPOWCTBa, NpeacTaB/sowme coboi yHMBEpCcaibHyO annapaTHyo naatdopmy m
CNOCOBHbIE BbINOMHATL LLMPOKMIA KPYr 3334, CBA3aHHbIX C CETEBOW 3aLUMUTOM, LUMPOBaHMEM Nepeaa-
BaeMbIX JaHHbIX, TEPMUHMPOBAHNEM NO/Ib30BaTENEN U T. [,

B fiMHelKe npeacTaBneHbl MOAENM, OPUEHTUPOBAHHbIE HA MPUMEHEHME B CETAX Pa3/IMYHbIX MacLUTa- ESR-3250
608 — OT ceTelt NpeanpPUATUIA [0 CETEN ONepaTopoB CBA3MU U AaTa-LEHTPOB.

KntoueBbiMM a/1EMEHTAMM CEPUN ABMIAIOTCA CPEACTBa A9 MPOrpaMMHONM U annapaTHoM 0bpaboTKu

[OaHHBIX.

ESR-3300

ESR-3350

' AKTMBUMpYeTCA ANLLEH3NeN.




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

TexHUUeCKUE XxapaKTePUCTUKU

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

Combo 10/100/1000BASE-T/1000BASE-X (SFP) = 8 = = 8 = 8
Ethernet 10/100/1000BASE-T (RJ-45) 8 — — — — — —
1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28) — = 12 4 4 4 4
10GBASE-R (SFP+)/1000BASE-X (SFP) 8 4 — 8 — — _
40GBASE-R (QSFP+)/100GBASE-R (QSFP28) — — — — — 4 —
KoHconbHbINM nopT RS-232 (RJ-45) 1 1 1 1 1 1 1
00B — — 1 1 — 1 =
UsSB 2.0 — — 1 1 — — _
USB 3.0 2 2 = = 2 1 2
Cnot gns SD-KapT 1 — — — — — —
Cnot gna microSD-KkapT — 1 1 1 1 1 1

Habop ¢pyHKumii cooTBeTcTBYET Bepcum MO 1.37.




CepBuCHble MapLipyTU3aTopbl cepun ESR
TexHUueckoe onucaHue

SHELTEX

TexHUueckue xapaKTeEPUCTUKHU

MpoussoanTenbHocTb Firewall/mapwpytnsaumm
(dperimbl 1518B)

MpoussoautenbHocTb Firewall/mapwpytusaumm (IMIX)

MpounssogutensHocTb AppFirewall (EMIX)

MpounsBoanuTenbHOCTb L2-KommyTauumm (dperimbl 1518B)

MpoussoauTensHocTb IPsec VPN (dbpeiimbl 1456B)

MpoussoauTensHocTb IPsec (IMIX)™

MpounsBoANTENbHOCTb OAHOTO IPsec-TyHHens (dperimbl
1456B)"

lMpounssBoanTenbHOCTb ogHOro IPsec-TyHHenA (IMIX)“

MpoussoautensHocTb IPS/IDS 10k npasua (IMIX)

MpoussoauTenbHOCTb KoMmyTaumm MPLS L2VPN (IMIX)

MpounsBoauTenbHocTb KommyTauun MPLS L3VPN (IMIX)

MakcumanbHoe KONMYecTBO OA4HOBPEMEHHbIX
noakno4eHnn K RA L2TP-cepsepy

Habop ¢pyHKumii cooTBeTcTBYET Bepcum MO 1.37.
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dopmaT IMIX-TpadurKa (KoNMYeCcTBO B CEKYHAY : pasmep Kaxaoro ¢pevima) — 8:74; 5:512; 7:1518.

"OrpaHuyeHre NPONyCKHOM Cnoco6HOCTU NOPTOB.

“MN3mepaeTca Npu MCMo/Ib30BaHMM aropuTMa ayTeHTUdMKaLmumn — MD5, anroputma windposaHus — AES128.
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_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

MpoussoanTeNbHOCTb
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CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUueckue xapaKTepUCTUKU (MPOAONKEHUE)

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

Konunuyectso CPU no ponam

Ynpasnatowuit CPU* 0

CepBUCHbIN CPU? 2-23 1-7 1-23 1-11 1-7 1-35 1-23
bridge — 500

NHTepdelicol sub —2048
QinQ —2048

interfaces port policies — 8

LLDP network policies — 64

Kommy‘rau,vm no MeTKam

LDP neighbors — 1024
pseudowires — 1024
pseudowire classes — 64
Ethernet over MPLS — 256

MPLS

CuctemHble XapaKTepUCTUKKU

MaKcMManbHOe KONNYECTBO KOHKYPEHTHbIX ceccuii 8,5M

MNopaeprkka VLAN 00 4094 aktneHbIx VLAN B cooTtBeTcTBMuM ¢ 802.1Q
Pasmep 6a3bl FIB 1,7M

VRF 32

instances — 50

B
PER rules for all instances — 512

Habop ¢yHKumii cooTBeTcTBYET Bepcum MO 1.37.
'inpo npoueccopa, Ha KOTOpoM paboTaeT onepalMoHHan cucTema 1 obpabaTbiBaeTca Tpaduk controle-plane.
’Anpa, obpabatbiBatolime data-plane.



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

TexHUueckue xapaKTepUCTUKU (MPOAONKEHUE)

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350
Object-groups

instances — 500
Object-group network ip prefixes in group — 1024
ip ranges in group — 1024

instances — 500

Object-group address:port address:port in group — 64

instances — 500

Object-group service ports ranges in group — 64

instances — 50

Object-group application apps in group — 128

instances — 64

Object- tent filt .
ject-group content riiter categories per vendor — 500

instances — 31
Object-group URL plain URL in group — 32
regex URL in group — 32

instances — 500

Object-group MAC macs in group — 64

Habop ¢pyHKumii cooTBeTcTBYET Bepcum MO 1.37.




CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUUEeCKUE XapaKTePUCTUKU (MPOAONKEHUE)

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

MapuwpyTtusaumua

CraTnyeckne mapLupyTbl 11k

instances — 64

networks in instance — 128
neighbors — 1k

RIB—-5M

BGP

instance, neigbors in interface — 64
summaries in instance — 128

areas — 256

networks in area — 64

virtual links — 1024

RIB — 500k

OSPFv3

instances, circuits — 64

1515 RIB — 500k

neighbors — 16
summaries — 8
networks — 128
RIB—10k

RIP(ng)

KauecTtBo o6cny>kusaHua QoS

class-maps — 1024
OrpaHunyeHma QoS policy-maps — 1024
classes in policy-map — 3072

TyHHenupoBaHue

IPIP — 500

GRE -500

Ethernet over GRE — 500
Konunuectso KoH$Urypupyembix GRE SUB - 500
VPN-TyHHenemn SoftGRE — 4000

L2TPv3 - 500

LT-128

IPsec VTl - 500

KonunuectBo KoHdUrypupyembix

IPsec VPN-TyHHenekn >00

Habop oyHKLMi cooTBeTcTBYET Bepcum MO 1.37.



CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUUEeCKne XapaKTepUCTUKU (MPOAONKEHUE)

I = ESR.3150 cRa200 | EsmaoL | Esrazso £5R:3300 ESR.3350

YpaneHHbI goctyn

L2TP tunnels (client) — 10
PPTP tunnels (client) — 10
Remote Access OpenVPN tunnels (client) — 10
OpenVPN remote addresses per tunnel — 8
OpenVPN concurrent users — 64
instance — 16
peers per instance — 256
local addresses — 1
addresses per peer (address-range & obj-group) — 10k

WireGuard tunnel, RA

CepBuCbI

ruleset — 1024
Source NAT rules in ruleset — 1024
pool — 1024

ruleset — 1024

Destination NAT rules in ruleset — 1024
pool — 1024

pools — 100
DHCP Server pool size — 10k
static address in pool — 1024

be3onacHoCcTb

instances — 1533
rules — 1533
zone —128

Firewall zone-pair— 512
rules — 10k

ACL

user update servers — 32
IPS ips-categories — 20
rules — 500

Habop ¢yHKuwmii cooTBeTcTBYET Bepcum MO 1.37.



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

TexHUUEeCKne XapaKTepUCTUKU (MPOAONKEHUE)

== ESR 3150 eR3200 | ESRaooL | Esmaso —— ——

Habopsbi wundpos IKE (v1/v2), IPsec (esp/ah)

Authentication md5, shal, sha2-256, sha2-384, sha2-512

des, blowfish128, aes128, camellial28, aes128ctr (IKEv2 only), blowfish192, aes192, camellial92, 3des, aes192ctr (IKEv2 only), blowfish256, aes256, camellia256,
aes256¢tr (IKEv2 only)

Regular Groups: 1,2,5,14-18.

Modulo Prime Groups with Prime Order Subgroup: 22-24.

Diffie Hellman NIST Elliptic Curve Groups: 19-21, 25-26.

Brainpool Elliptic Curve Groups: 27-30.

Elliptic Curve 25519: 31

Encryption

dusnueckne xapakTtepUucTuKm

I = —— eR3200 | EsRo200L | Esmazso —— —

®duU3nYecKMe XapaKTePUCTUKU U YCI0BUA OKPYXKaloLel cpeabl

RAM 16 I'6 DDR4 32 b DDR5 24 Tb DDR4 16 I'b DDR4 32 b DDR5 326 DDR4 32 b DDR5
Flash-namaTtb 4Tb eMMC 256 b NVMe 8 b eMMC 8 b eMMC 256 b NVMe 8 b eMMC 256 I'b NVMe
MakcumanbHasa notpebisemas MOLWHOCTb 111 Bt 70 Bt 117 Bt 105 Bt 74 Bt 184 Bt 110 Bt

200-240 B AC, 50-60 u;
36-72BDC
[0 [BYX UCTOYHMKOB NUTaHMA C
BO3MOXHOCTbIO ropAYei 3ameHbl

100-240 B AC, 50-60 I'y;
Mutanne 36—-72B DC
[0 ABYX UCTOYHUKOB NMUTAHWUA C BO3MOXKHOCTbIO ropsivyelt 3aMeHbl

WHTepBan pabounx TemnepaTyp oT-10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHuA oT-40 po +70 °C

OTHOCUTENbHAA BAAXKHOCTb MPW SKCNJIyaTaLmm He 6onee 80 %

OTHOCUTENbHAA BNAXKHOCTb NPU XPaHEHUU o110 0 95 %

FabapuTbl (LU x B x T) 430x44 x330 Mmm  430x43,6 x329 mm 430 x 44 x 330 mm 430x44 x330 MM 430x43,6 x329mm 440 x44 x 425 mm 430 x 43,6 x 424 mm
Macca 4,34 kr 4,291 Kr 5 Kr 5 Kr 4,232 Kr 7 Kr 5,638 Kkr

CpoK cny»Kbbl He meHee 15 net

Habop ¢yHKuwmii cooTBeTcTBYET Bepcum MO 1.37.



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

(DYH KUUWOHaAbHblI€ BO3MOXXHOCTU

KommyTauusa

—[o 4094 VLAN (802.1Q)

— Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-gomeH

— LAG/LACP (802.3ad)

— Port-security, protected port
—Jumbo-Kagpbl

KommyTtauusa no metkam (MPLS)

— MNoaaepKa npotokona LDP

— MNopaepkka L2ZVPN VPWS

—Nopgaeprkka L2VPN VPLS Martini Mode, Kompella
Mode

—Nopaeprkka L3VPN MP-BGP (Option A, B, C)

— L2VPN/L3VPN over GRE, DMVPN

— MNpo3payHada nepegaya cnyxebHbIX MPOTOKO/OB

Mapuwpytusaums

BGP:

— CemeiictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— BO3MOXKHOCTb rMBKOro ynpaBaeHUs mapLipyTHOM
nHbopmaumen no atpubyTtam. Moaaepka
mexaHmnamos Conditional Advertisement, Route
Aggregation u Local-AS

— BbicOKaa MaclTabupyemocTb U TMOKOCTb HAaCTPOMKMU:

noaaepkKa peer-group, dynamic neighbor,
as-range, Route-reflector n Confederation

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer

Detection
— Graceful restart
— AyteHTudumKauma

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.37.

— MbKana peauctpubslouma us/s npouecc BGP
MapLLPYTOB APYrMX NPOTOKON0B

— B03MOXKHOCTb 3anycka o 64 npoueccos
OLHOBPEMEHHO

—ECMP

—lMoaaeprkka MapLLpyTM3aLLMK HA OCHOBE NOJUTUK

OSPF (v3):

— 30HbI pa3nnyHbix TMNoB: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pa3inyHbIX TUNax ceten: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapuszaums u duabTpauma MapLupyTHOM
nHpopmaumnm

— AyteHTUdUKauma

— ECMP

— [MaccuBHbIN MHTepdelic

— MbKana peanctpubslouma ns/s npouecc OSPF
MapLIpyTOB APYr1X MPOTOKO/0B

— BO3MOXKHOCTb 3anycka o 64 npoueccos
O4HOBPEMEHHO

—lMNopaepka npotokona BFD

— MexaHu3am Auto cost calculation

— MNoaneprkKa MapLupyTU3aLUmn Ha OCHOBE MNOINTUK

IS-IS:

— PaboTa B pasniMuHbIX TMNax ceTeli: Broadcast,
Point-to-point

— YcTaHoBKa coceactsa L1-/L2-ypoBHel

— Metric style: narrow, wide, transition

— AyteHTndumKayma

— ®GunbTpauMa MapLIPYTHOM MHPOPMALLUN

— TMbKana peauctpubblouma ns/s npouecc IS-1S
MapLIpyTOB APYr1X MPOTOKO/10B

— Bo3moOXKHOCTb 3anycka o 64 npoueccos
OZLHOBPEMEHHO
— MNopaepkKa mapLwpyTmsaumm Ha OCHOBE NOANTUK

RIP(ng):

— Pabora B perkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapusauma n dbunstTpauma mapLupyTHom
MHbOopMaLunm

— YnpaBieHue MeTpPMKOn mapLupyTa

— AyteHTndmKaLmA

— MNaccuBHbIN MHTEPdEC

— nbKana peauctpubbloumns ns/s npouecc RIP
MapLLPYTOB APYrMX NPOTOKON0B

— MNoaapeprkka MapLUpyTU3aLUKM Ha OCHOBE MOINTUK

Static:

— MopaepkKa npotokona BFD

— PeKypCcUBHbI NOUCK

— YnpaBieHe MeTPMKON MapLupyTa

— Bo3moxHOCTb BblbOpa BapnaHTa yBeAOMIEHMUA
oTnpaBuUTeNto Npu 610KMpPoBKe TpadumKa

KauectBo o6cnyxuBaHusa (QoS)

— [0 8 NpMOpPUTETHBIX UM B3BELLEHHbIX oYepesaei Ha
nopt

—L2- n L3-npnoputmnsauma tpadmka (802.1p (CoS), DSCP,
IP Precedence (ToS))

— Uepapxmueckunit QoS

—YnpasneHue ovyepeaamu: RED, GRED, SFQ, CBQ, WFQ,
WRR

— MapKu1poBKa Ha BXOAE U BbIXoae

— YnpaBneHue nonocoli nponyckanua (policing, shaping)




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

QPYHKUMOHaAbHblIE BO3MOXHOCTU (MPOAO/NKEHUE)

IPsec

— Pexkumbl «policy-based» n «route-based»

— Pexkumbl nHkancynsumu: tunnel n transport

— Buapl ayteHTMdUKaumu: pre-shared key, public key,
xauth (ikev1 only), eap (ikev2)

— Noaaeprkka mobike (ikev2 only)

—Moaaeprkka HabopoB K/touel ayTeHTUdUKaumm ike
keyring

YnaneHHbit goctyn (Remote Access)

— BO3MOXKHOCTb yaaneHHOro AocTyna
K KoprnopaTtusHon cetn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— Moapaeprkka PPPoE-/PPTP-/L2TP-knueHTa

— AyteHTndMKaLMA Nonb3oBaTene

— lndpoBaHue coegnHeHN

be3onacHocTb

—Noaaeprkka cnnckoB KoHTpoaa aoctyna (ACL) Ha 6a3e
L2-/L3-/L4-nonei

— Zone-based Firewall B gByx pexumax: stateful
u stateless. JlornposaHue cpabaTbiBaHMA NpaBu/,
CYETYUKHM

— OGunbTpauMA NO NPUNOKEHUAM

— 3awwmra ot DoS-/DDoS-/Spoof-aTak 1 Ux 1orMpoBaHue

— Cuctema obHapyKeHua 1 NpeaoTBpaLLeHUs
BTOPKeHMit (IPS/IDS) 1 ux normposaHue’

— CUrHaTypHblit aHanm3 nocpeactsom IPS B aByx
peXnumax: aHasIn3 TPAH3UTHOTO M 3ePKaIMPOBAHHOIO
Tpaduka'

— B3anumogencteue c Eltex Distribution Manager ans
NoNy4YeHUsA INLEH3UPYEMOTO KOHTEHTa — Habopbl
npasun, npegoctaBnaemble Kaspersky SafeStream I1°

Habop ¢yHKLMI cooTBeTcTBYeET Bepcum MO 1.37.
'AKTUBUpPYETCA NMLEH3NEN.

— dunbtpaums http-/https-tpadurka Ha ocHoBe KaTeropuii

web-pecypcos. OnpeaeneHune 92 pasanyHbIxX
Kateropuit URL no gaHHbim Kaspersky Security
Network’

MOHUTOPUHT 1 ynNpaBneHue

— MNopaepKKa CTaHAAPTHLIX U pacwmpeHHbix SNMP MIB,
RMONv1

— Zabbix agent/proxy

— AyteHTudMKaLMA NoNb30BaTeNElN NO I0KanbHOM 6ase
cpeacrteamum npotokonos RADIUS, TACACS+, LDAP

— 3awmTa oT OWMNBOK KOHOUTYPUpPOBaHMA,
ABTOMATMYECKOE BOCCTAaHOBAEHME KOHGUTYypaLLMm

— UnTepdeicol ynpasnenuma CLI

— Moaaeprkka Syslog

— MOHMTOP MCNONb30BaHMA CUCTEMHbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHbOPMaLLMKM O MaKeTax B KOHCOU

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KOHOUTypaLmm
no TFTP, SCP, FTP, SFTP, HTTP(S)

—MNoppepxka NTP

— Netflow v5/v9/v10 (3kcnopT ctaTnctukm URL
ana HTTP, host gna HTTPS)

— JlokanbHOE ynpaB/ieHne Yepes KOHCObHbIN NopT
RS-232 (RJ-45) n OOB'

— YaaneHHoe ynpasaeHue, npotokobl Telnet, SSH
(IPv4/IPv6)

— LLDP, LLDP MED

— JloKanbHOe W yaaneHHoe coxpaHeHne KoHGUrypaLmin
MapLipyTM3aTopa

zHaGOpm npaswua NpeaoCcTaBAATCA No nognucke. MUHMMaNbHbIN CPOK AeUcTBUA nognuckun — 1 rog,
OnpeaeneHune Kateropuii NpeaocTaBastoTCa no nognucke. MUHWUMaNbHbIV CPOK AeMCTBUA nognuckm — 1 roa.

‘NMpumennmo ana moaeneit ESR-3200/3200L/3300.

SLA
— SLA-responder gns Cisco-SLA-agent
— Eltex SLA:
— 3aaeprkKa (04HOCTOPOHHAA/ABYCTOPOHHAA)
— Jitter (npamoit/obpaTHbIit)
— MoTepa naketos (NpsaAmas/obpaTHan/aByCTOPOHHAR)
— ObHapyKeHne AybampyroLMXCa NakeToB
— ObHapyKeHue HapyLIeHNa NocNea0BaTebHOCTH
[0CTaBKK naketos (NpaAmoe/obpaTHoe/ABYCTOPOHHER)

Pe3epBupoBaHue 1 Knactepusauyms

—VRRP v2, v3

— Tracking Ha ocHoBaHMK VRRP- nnu SLA-TecTa

—YnpasneHune napametpamm VRRP

—YnpasneHue napametpamun PBR

— YnpaBieHue agMUHUCTPATMBHbBIM CTaTyCOM
nHTepdeiica

— AKTMBAUMA M feaKTMBALMA CTAaTUYECKOro MapLupyTa

— YnpasneHue atpnbytom AS-PATH u preference
B route-map

— DHCP failover ana pesepsupoBaHua 6a3bl IP-agpecos,
BblgaHHbIX DCHP-cepsepom

— Firewall failover ana pesepsupoBaHus ceccuii Firewall
n NAT

— MultiwAN

— Dual-Homing

Omka3oycmolivueslii Knacmep:

— MNpocToTa aAMUHUCTPUPOBAHNA U UHTErpPaLLUN:
CUHXPOHM3aLUNA KOHOUTYpaALUMIA, BPEMEHU, BEPCUNA,
nvueHsnin; Zero Touch Provisioning (ZTP)

— PesepBupoBaHuMe Bcex coeguHeHUM B Knactepe

— PesepBupoBaHMe MapLIpyTU3aTOPOB (B TEKYLEN
BEPCUM NOALEPKMBAETCA Pe3epPBUPOBAHME MO CXEME
«1+1»)




CepBuCHble MapLipyTU3aTopbl cepun ESR
TexHUueckoe onucaHue

QPYHKUMOHaAbHblIE BO3MOXHOCTU (MPOAO/NKEHUE)

CepBuchbl BRAS' DMVPN
— DHCP-knueHT, cepsep — TepmuMHaLumMA nonb3oBaTenemn — MNoppeprxka npotokona NHRP
— DHCP Relay Option 82 — benble/yepHblie cnmuckn URL — DMVPN phase 1,2,3
— DNS resolver — KBOoTMpOBaHMe nNo 06bEMy TpaduKa, No BpeMeH! — Per-Tunnel QoS
—NTP ceccuu, No ceTeBbIM NPUIOKEHNAM —Moapeprkka IPsec
— TFTP-cepsep — HTTP/HTTPS Proxy T
— E1/multilink, mogembl — HTTP/HTTPS Redirect YHHEAMpOBaHWe
o —IPoGRE, EOGRE
— AKKayHTUHT ceccuin no npoTtokony Netflow
o —IPIP
— B3aumopgencteue c cepsepamn AAA, PCRF
—L2TPv3

— YnpaB/ieHMe Nosocoi NPonyckaHusa no opucam
1 SSID, ceccusim nonb3oBaTenen

— AyteHTndumKauma nonbosateneit no MAC-
nnn IP-agpecam

— LT (inter VRF routing)

Cxema npumMeHeHHUs

NHTepHeT

LleHTpanbHbIii oduc ESR-3100, ESR-3150, ESR-3200, ESR-3200L,

WESRSZSO, ESR-3300, ESR-3350

lpynna nonb3osarenei 1 Mpynna nons3osatenei N
TC TC

e
===
===

Cepsepbl

Softswitch&IMS
ECSS-10

CeTesble cepsuchl 1 CeTtesble cepsucbl N

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.37.
'AKTUBMPYETCA NMLIEH3NEN.




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

UHPopmaumna paa 3akasa

HaumeHoBaHue OnucaHue

CepBucHbIit mapLupyTusaTtop ESR-3100, 8x10/100/1000BASE-T, 8x10GBASE-R SFP+, 1xKoHconbHbI nopT RS-232 (RJ-45), 2xUSB 3.0, 1 cnot ans SD-Kapr, 16 '6 DDR4 RAM, 4 T

ESR-3100 eMMC, 2 cnota ana mogynei nutaHua 100-240 B AC nam 36—72 B DC.

ESR-3150 CepBucCHbI MapLupyTusaTtop ESR-3150, 8xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 4xEthernet 1000BASE-X/10GBASE-R, 1xKoHconbHbI nopT RS-232 (RJ-45),
2xUSB 3.0, 1 cnot ans microSD-kapT, 32 I'b DDR5 RAM, 256 I'E NVMe, 2 cnota ana moaynei nutaHma 100-240 B AC uan 36—72 B DC.

ESR-3200 CepsucHbIi Mmapupytusatop ESR-3200, 12xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 1xKoHconbHbIi nopt RS-232 (RJ-45), 1xO0B, 1xUSB 2.0, 1 cnot ana microSD-Kapr, 24
I'6 DDR4 RAM, 8 6 eMMC, 2 cnoTa ana mogynei nutaHusa 100-240 B AC nam 36—72 B DC.

ESR-3200L CepBucHbIN MapLupyTnsatop ESR-3200L, 4xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 8x10GBASE-R SFP+/1000BASE-X SFP, 1xKoHconbHbIn nopt RS-232 (RJ-45), 1x00B,
1xUSB 2.0, 1 cnot ana microSD-kapT, 16 'b DDR4 RAM, 8 I'b eMMC, 2 cnota gns mogynen nutaHua 100-240 B AC nam 36—72 B DC.

ESR-3250 CepBuCcHbIA MapLupyTusaTop ESR-3250, 8xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 4xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 1xKoHconbHbIi nopT RS-232
(RJ-45), 2xUSB 3.0, 1 cnot gns microSD-kapT, 32 6 DDR5 RAM, 256 I'6 NVME, 2 cnoTa ana mogynei nutanuns 100-240 B AC unm 36-72 B DC.

ESR-3300 CepBuCcHbIA MapLupyTusaTop ESR-3300, 4xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 4x40GBASE-R (QSFP+)/100GBASE-R (QSFP28), 1xKoHcobHbIlM nopT RS-232 (RJ-45),
1x00B, 1xUSB 3.0, 1 cnot ana microSD-KapTt, 32 I'6 DDR4 RAM, 8 6 eMMC, 2 cnota ana mogynei nutanmns 200-240 B AC unm 36-72 B DC.

ESR-3350 CepBucHbIN MapLipyTtnsatop ESR-3350, 8xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 4x1000BASE-X/10GBASE-R/25GBASE-R, 1xKoHconbHbIi nopT RS-232 (RJ-45), 2xUSB

3.0, 1 cnot gna microSD-KapT, 32 I'b DDR5 RAM, 256 I'6 NVME, 2 cnota ana mogynei nutanmna 200-240 B AC unm 3672 B DC.

ConyTcTByloLEE NporpaMmMHoe obecneueHue

ECCM-ESR-3100 Onuma ECCM-ESR-3100 cuctembl ynpaBneHus Eltex ECCM ans ynpaBaeHMsa U MOHUTOPUHIa ceTeBbIMKM anemeHTamu Eltex: 1 ceteBoi anemeHT ESR-3100
ECCM-ESR-3150 Onuma ECCM-ESR-3150 cuctembl ynpasnerua Eltex ECCM gns ynpasaeHMa U MOHUTOPUHIa ceTeBbIMM anemeHTamu Eltex: 1 ceteBoit anemeHT ESR-3150
ECCM-ESR-3200 Onuua ECCM-ESR-3200 cuctembl ynpaeneHus Eltex ECCM pgia ynpaBneHus 1 MOHUTOPUHTA ceTeBbiMM anemeHTamu Eltex: 1 ceTeBoi anemeHT ESR-3200
ECCM-ESR-3200L Onuus ECCM-ESR-3200L cuctemsl ynpasneHusa Eltex ECCM gns ynpaBneHUs U MOHUTOPUHIa ceTeBbiMM anemeHTamu Eltex: 1 ceteBoli anemeHT ESR-3200L
ECCM-ESR-3250 Onuus ECCM-ESR-3250 cuctembl ynpasnerus Eltex ECCM gns ynpaBieHUa U MOHUTOPUHIa ceTeBbIMM 3nemeHTamm Eltex: 1 ceteBoi anemeHT ESR-3250
ECCM-ESR-3300 Onuus ECCM-ESR-3300 cuctembl ynpasnerua Eltex ECCM gns ynpaBaeHUa U MOHUTOPUHIa ceTeBbIMM 3nemeHTamm Eltex: 1 ceteBon anemeHT ESR-3300

ECCM-ESR-3350 Onumsa ECCM-ESR-3350 cuctembl ynpasnerua Eltex ECCM gns ynpaBieHUA U MOHUTOPUHIa ceTeBbIMM 3nemeHTamm Eltex: 1 ceteBon anemeHT ESR-3350




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

UHdopmauma paa 3akasa (MPOAONKEHUE)

COI'IyTCTByEOLI.I.ee nporpamMmmvHoe obecneueHue

ESR-3100-1PS/IDS

ESR-3150-1PS/IDS

ESR-3200-1PS/IDS

ESR-3200L-IPS/IDS

ESR-3250-1PS/IDS

ESR-3300-1PS/IDS

ESR-3350-1PS/IDS

ESR-BRAS

ESR-3100-IPS/IDS Kaspersky SafeStream Il
ESR-3150-1PS/IDS Kaspersky SafeStream Il
ESR-3200-1PS/IDS Kaspersky SafeStream Il
ESR-3200L-IPS/IDS Kaspersky SafeStream Il
ESR-3250-IPS/IDS Kaspersky SafeStream Il
ESR-3300-IPS/IDS Kaspersky SafeStream Il
ESR-3350-IPS/IDS Kaspersky SafeStream Il
ESR-3100-Kaspersky Web Filtering
ESR-3150-Kaspersky Web Filtering
ESR-3200-Kaspersky Web Filtering
ESR-3200L-Kaspersky Web Filtering
ESR-3250-Kaspersky Web Filtering

ESR-3300-Kaspersky Web Filtering

ESR-3350-Kaspersky Web Filtering

Onuwusa IPS/IDS ansa cepeucHoro mapuupytusatopa ESR-3100

Onuusa IPS/IDS s cepBucHoro maplupytusatopa ESR-3150

Onuwmsa IPS/IDS ans cepsmcHoro mapuipyTtunsatopa ESR-3200

Onumsa IPS/IDS ansa cepsmcHoro mapuipytusatopa ESR-3200L

Onumsa IPS/IDS ans cepBMcHoro mapupyTtmnsatopa ESR-3250

Onuusa IPS/IDS oA cepeucHoro mapuupyTtusatopa ESR-3300

Onuwmsa IPS/IDS ans cepsucHoro mapupyTtunsaropa ESR-3350

Onuwna ESR-BRAS Ha MO gna mappytmsatopos cepmn ESR

JlnueHsua Ha npeaocTaBaeHne goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiicteo ESR-3100
JInueHsna Ha npegocTasaeHne Aoctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiictso ESR-3150
JlnueHsna Ha npeaocTasieHne goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiictso ESR-3200
JluueHsua Ha npeaocTasieHne aoctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiicteo ESR-3200L
JlnueHsua Ha npeaocTasieHne aocTyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiicteo ESR-3250
JInueHsna Ha npegocTasaeHne goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctporictso ESR-3300
JInueHsna Ha npegocTasieHne aoctyna K 6asam Kaspersky SafeStream I (IPS/IDS Kaspersky): 1 yctpoiictso ESR-3350
JlnueH3sna Ha npegocTaBaeHne aoctyna K dyHKkumoHanbHoctu Kaspersky Web Filtering: 1 yctpoiicteo ESR-3100
NnueHsma Ha npegocTaBaeHne AocTyna K dyHKumoHanbHoctu Kaspersky Web Filtering: 1 yctpoiicteo ESR-3150
JInueHsna Ha npegocTaBaeHne AocTyna K dyHKumoHanbHoctu Kaspersky Web Filtering: 1 yctpoicteo ESR-3200
JInueHsuna Ha npegocTaBaeHne Aoctyna K dyHKumoHanbHoctu Kaspersky Web Filtering: 1 yctpoiictBo ESR-3200L
JlnueHsua Ha npegocTaBaeHne Aoctyna K dpyHKkumMoHanbHocTn Kaspersky Web Filtering: 1 yctpoiictBo ESR-3250
JNlnueHsma Ha npegocTaBaeHne goctyna K dyHKumoHanbHoctu Kaspersky Web Filtering: 1 yctpoiicteo ESR-3300

JnueHsna Ha npegocTaBaeHne AocTyna K dyHKuMoHanbHoctu Kaspersky Web Filtering: 1 yctpoicteo ESR-3350




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

BAOKM NUTaHua®

YcTponcTBO baok nutaHua AC baok nutaHua DC

ESR-3100
ESR-3150
ESR-3200
ESR-3200L
ESR-3250
ESR-3300
ESR-3350

PM160-220/12
PM160-220/12
PM160-220/12
PM160-220/12
PM160-220/12
PM600-220/12

PM350-220/12

PM160-48/12
PM160-48/12
PM160-48/12
PM160-48/12
PM160-48/12
PM600-48/12
PM350-48/12
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